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Abstract .

technique of identity-based broadcast encryption, we propose a cryptosystem of one to many public key timed-release

To solve the multi-receiver time-dependent ciphertext retrieval problem efficiently, by borrowing the

searchable encryption (PKTRSE,,, ). In our PKTRSE,, model, the sender transmits an encrypted message to cloud server so
that only the intended authorized user group member can search the target ciphertext containing specified keywords, but
cannot decrypt it until the release time in the future. We formalize the notion of PKTRSE,, and its security game model.
Then, we construct two provably secure PKTRSE,, schemes which are secure under the g-DBDHI assumption and give the
rigorous proof for both schemes. The efficiency analysis shows that the two schemes achieve constant costs from the sender’
s and the recipient’ s points of view in the running process of the system and the second scheme is more efficient than the

relevant schemes.
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SCHLBEER S O (1) 5 (2) 98/ 1 R 45 PR 5% i) 22 2 A5
(3) P ] B 44 75 1) 2 R 55 i , AELAS BE il 2810 2 i B 44
EERR (1) EBUH P 4L 85 AL BT e A B 5 7™
A ER BT HEL; (2) HA B A REAE O A ik
FRRTH S e 5 U T i T 2 AR S A

WIS T SCA R BRI UK 7 58 PKTRSE, .

4 PKTRSE,, %

AT B A R T B ) i 4 B R A R G2
(Public Key Infrastructure System Based on Identity,
PKISI) 41535 J7 % PKTRSE,, 3% t H 7 CPAT ik
BN 19 2 - MEIE BH. 32007 28 o 1 8 ] .

4.1 FERRIE

PKTRSE, J5 & TAER FRALAE 41T 10 DR EL

Ini. 5} [ i 5545 A1 PKIST 55853550 A 8T 23 J1 38

MR 5 a kL 228 ke Z " IR PAT T B
(e

(DFIAEIFERE B p. 2 6, 5 G, 2B AR p
HIFTERE e: G, x G, — G, J&— 1] VP WM LG, g
e G, BiE—E Tt

(2) 4% hash pR%L H: 10,1} " —Z .

) AIHEHRGE S s, = <p,6,,6,,8,¢,H>.

PKISI R L Sk e 27, I AT T ik
(e

(DFIAEIFEREE p. % 9, 5 g, BB h R
p LR, e:9, x G, >, JE— A HVFIILIEBLST,
ge g, eft—"4 Mot

(2) EF5 hash L 24 (0,1} " —Z .

(3) J A= IBBE 240, ik HE BN R v,y e Z ) JF0E
X X=g",Y=g HEWMEAH MPK=(X,Y)5EFH
MSK = (x,y).

(4) AT R G S phisi, = <p,G,,9,,9, e,
4t MPK >

Setup (p,=4). HHE RO HAT FR4RAE

(DWERFUHFES U= {ulu =ID,,j=1,-,
Ni.

(2) A A 2N L A AR o, JEH H AT

(3) L BEHLE re Z ), IFF L LAFE D 22 42 07 X
CHeam, 43 B 25 J0 P B9 A BHXE FO 9% ) 43 e 4 4 4%
B .

KeyGen (pkisi, ) . Wy Be AL 45 T iR 24 «

(1) —HAUH PRI A B A, IF kiR R
PKISI 2 %5, FL {3, 4 F 1F — F 7wy, 5625 61 upl

= i(ID).

(2) PKISI R2GEU B H 7 By S8 S T2 U
AEAH P R, Bk, X T —H P, Pkt —
BEHLE r, e Z ) 5 K = g7 e g AR FAHA usk,
=(r,K). i 2(ID,)x +r;y =0(mod p) , ) Bk T

(3) it ik Fa e 4207 20K & RLEH 23 & AR .

TRSetup. W [B] AR 55 28 e BT AN FELEL s, ,5, € Z p ,
JHEXLS=¢",5=g" REHIH 15, = (s,,5,) , AFF
HAH s, =(S,5).

Enc (s, ,pkisi, P ,r s, M, T). K%k 3% BEHLEL
kel kel N —HIHE Mea,;fHih%XC=
(1,605 ,¢,,¢5) e, = X" ey =, X" e, = V",
ey =S b e =Sk e, =e(g,9)"e (g,8)"M.

KwTag(pkisi, ,r,W). k%35 H BOCHA R % KWT
=(F,9) 5 F=x"" g=e(g,9)".

KwTrd(pkisig,r,usk[, W). BE—AHF v, R
A5 TR W 5 SIS A HCRABH AR s R R ] T,
=(F,L,Q), it k*xZE W% Hi, F =
XU gy gD,

Search(KWT,T,). 242 IR 55 f W B4 23 5K I,
R e(.0) =7 R, WA WHF T H
PR C, ARVFFRE TH(C,T) s 85 W, FE. 48 H T 24T
T

RiTrd (1s,;,, T). W [E] Al 55 4% A= 8T F & A1 B — I [R]
FIFATT S XTI E T, S, = (r, K) Horp BEALEL
reZ, K =g /M) o G N H(T)s, +5, + 1,5,
=0(mod p) , UL r,.

Dec (s, , pkisi, ,usk,,?,r,S,,C). fE—4ZAHF v,
TE K% F G 2 W B i RS B 22 )5 FH AL B 5
() ]Ik 5524 S AT R XF g S, fifk 288 5 S 5 i 1 B SC

Cs ' H(T
e cf“(m')/wc;’,Ki)e(csc;‘,K) Sl = @X v
142 BRMHEN

PKTRSE,, J2 k2 1054 i P 38 14 0
i BRI 220 5.

EE2 #(1,9,)-DBDHI RXTE G, 5 g, [k
37, iR %E PKTRSE o, , W AT R ¢, <qg -1 51 <t
—o(1) 31" ,q,,&")-IND-sID-T-CPA1 “Z 4> 1.

SRR 5, B T PKTRSE, w 25, %
HACY = WAL — AU AL usk, 5505 18] iz 55 #5%
BORAH o5 TSR sk, 5 15, 0% A 124 5]
g-DBDHT [, [8 8, (SRR 18 4 2ok ush, o 15,
WA S e, W] =4 Yeidi PKTRSE,,,, RGEHIA L3 &, &

M =



766 H, F

EE ¢ 2015 4

PR AR E Bk B, 8 i ] = f# Pt ¢-DBDHI [A] . B
M AJE BELAY (¢ +2) - JC4l(g,g%, -+, 9", T) €
(g7 )" xg, H(g+2) -idi(g,g",.g" %) e
(G)"™' x G, . Hrp, BEPLE aeZ, ,0'€Z X]L:J:bm
RAEL. s ) AR 1L,k T=e (g, g)l/”ﬂ <=
e (g,@) " s TN 0. B DL B {75 5 it 2 i i) 7T 32 Y
BRI o4 FATZ BT

Preparation 251 T J5 & PKTRSE,,,,, & 4= HiE B
FriR. B PRI BEPLEL my - m, , e Z ) FYEAENIT h e
G, BENLEEE T, i+ 5 74 v = b q = 2 5t (m, ,h™)
T, IR o, e, € 2 MR fe G LBl
PLIEH T, B o =% g =2 X (o 877, 2,
S, B h, o, T, (m B ke, B (e 87 H
=1, ,q-2.

Initialization = i 1} H il i % 42 . — AU
PUEG U = (u lu) =D =1, N| 15—t
] 7°.

Setup B4l MPK 5 s, , W4T T B4

(1) EHENE @, €Z ) ya, e Z ) ;5 b, =2 =11,
S4(ID] ) by =H(T").

() X =0 =h™" Y=o =h",S =" =" 5
== i TERCT 4 ML, X,Y 5 U RS, s 5
T" AHK.

(3) AFF params = (h,k,MPK s, ) 1R ATESEL

(HBEELT v=aa,b,,y=a, i X=h",Y =
hys, =a’ayb,,s, =o' 15 S =4, 5 =" HFEK x,y,
s, .8, X B IEARHIEL.

Phase 1 =7 i q, <q - 1 YCHI P AAH 5 10 [4] I
FIAEIA. Y o4 KRS | A ID, & U X FAVER 5
T, T XYL ], @ LARAEH (r B0 ) ]
(r g1y gy R, Ferp o, 5 A5
WTZ, 5L s WRAER AT

(1) 4 (my 2™ 55 (1) 2 Preparation B B2
IS £ X ITAL S X by =RV g, = 4

Q)etyigir eZ, Hrel, iR ram, =24(ID,)x
+ry Sra'n =H(T,)s, +s, +1.5,. ¥ x,v,s,,5, FEICA
M5 r,am, = H4(ID,) aa,b, + 10,10’ m; = H( T, )a'
ayb,. IR RHE o 5 o B P2 T d5i; HAT4S r, =
(ID))a,b,/(m, - 1) 5 r = (H(T,)ayb, +1)/(m, —azbz).

(3) B 1D, JFRLANEA (r b)) 55 T, 3 1oz B il B 17
(roh " WEAXE =4 BERTTR AU (r, ") S 1D, 3R
M A, B f 2 DR = (B7) = B =
R QT m, BISITL )/ —al I, 3

SIARTL ) Hohr, T2 4(ID, ) x + 1,y #0(mod p).
B, TR0 (") SEEISF ] T, Kb BB

Challenge - iy 3 P XTAH SC, B RN Q0T
(REWE e(.0) =9@§TM=J«,%’.
(1)

ALY Ty A o bt s G 2% B B 1 D Ak
SRPEIT3. — B AL SC oy, o0, € Gy 8 LUIR 7
AN o R B S, RN ce 10,11 5 (eZ ) s 5
WIS 0 = (R T R F L E X = Ve
€L WET, =e(h,h)" FfilH:

ha‘I;lI/H( W) = e MOV xr/HOW)

(h,h)"

T =e(h,h)“=e
AR, BAE U r RIS o, A R3S Hob r 5975
SATFL,) . WRT, HE5 5T 6N T, L BT, ¥15745
T G\t XS =4 15, %630 ¢ B T 6

(2)BEWE B WA M, M, €G,. B
R =1 R 1 KL b e (0,1 1€
Zy 50U eZ) o i (C, T >—<<h”@
h" i) T T RIM,) T ) SRR Xk, =
l/ael, '—ﬁkzzl/a'ezl;.ﬂl]%'rh=e(h,h)]/aﬁz‘;
=e (h0)" FRATA

@bl _ paabihye _ yh P
R =k =X bl _ paladboky _ Gl

T =e (h,h)/* =e (h,h)h

ol /o k
Ty =e (h0)"7 =e (£,0)"2

b tH(T*) hualber(T*) — xrH(T*)

=pok1 = YR

/:uzlél’ gl = pelazboko (T ) paky — Gof(T*) gy

WA, (C,T ) RAE U, T r kb ky, THASCM, MG
B Horp ok STk 550G T AN
KT, B350 40F o\ T} AT, WER T G\ T, |,
WIXF =4 W5, %30 (C,T") s F b.

Phase 2 A4 XKEAINEZL q <qg-1 KPS
A M) B )29 5 8 L =2 AR [A) =)

Guess =7 fpii Xt ¢, b M 47 ,b" e {0
t=¢"b=b’,BEH 1,750, 8 %HHO.

IR AR R, M EAN ¢, W e =f(a),c
=f(a),HT,THET=e(g,9) T=c(g,8)"
WA T, =e (h,h)" T, =e (h,0) " EIAEN T, B
VIMERR 1 M3 Ay 0 30, B0 <7 A Bl A HAL
B 6,0 A T =4 f5H e HPEESEN T =4 11k
BT P A T, =+ (e+1)/(p-1) =e;4
e b AL RSN T = Rtk s i T, 5 20,0 Pr
[ W T, =Pr[ 4 M T ] =g+ (e +1)/(p-1)

S iR
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Bh:—XF 255 T B A PIREE ] 12 n 767

= o P o F3E T, | g T ] = 1, HL TS T, 46
AT M AT Pl (=0, b =b) ] - 1/42
& M o Al o,b (YIS T Ak o M ARG T H15)
ST &) BT HWANET 6 A T, 5T o
VT, LT 595 T G\ T, | AEHC BT 5 DR

pip~o Hag H e 3 T, FTOA N — TR AL fE

KA 6,0 AE, UL ATAS Pr[ =4(s=¢",b=Db") | -1/4 =0.
G a NS TL ) o ¥ TL) T 55
mT g M T G FATA
Pr[B(g,9",, g ,e(g,9)")
=0NB(g,8", -, g ,e(g,8)") =0]
-Pr[2(g,8% -, g°,T)
=0NB(g,g",, g, T)=0]1=(112+&") -1/2=¢
BV, = i F <+ [7] s i e A~ AN AH ¢ B9 ¢-DBDHLI i)
A &
4.3 FRMEERE
PKTRSE ,, 7R EZM 5 (1) P AR S %
SCHUAEER A O (1) 5(2) F P AT EE 44 5 0] = iR %54, (HAS
BEMEI L ES; B EM AR AHEAN. FEARL.

(1) 7ERGE Setup HES7 B BOHIBUF XS 5L ] P B2 AL 15
DU AL TP B A BTN 2 AR B SR s (2)
FA U P AU A R K83 Ak T R

5 RS

IS PKTRSE,, 5 PKTRSE,,, MR MFE 1
IR R JH Canetti 251 $i 1 1 580 — YR 25 44 454 7T 4%
PKTRSE,, CPA J7 % % #: y PKTRSE,, CCA J5 %&.
PKTRSE,,,, CCA J7 & 114 s} [] 4 il i 2% BB 350 5 O
(1) {9 TR-PRE"™ Jr RECR LN 2 k. Wik B4
AR FLBSFERT Y 6 FBEAHE/E BP Exp,, \Exp, Mtp,
Sig 5 Ver iz F UL Hi, BP R/R W&k M Xt is 5
Exp, Fe7R A B A58 106 154 1t 28 B9 i 0] B0 e v B - 00 3B
B Exp,, # A FR A B B0 B 1 L 4 RE IS 2, M
TR BT A 0 0 o £ e S5 A A RIS Sal e [ iy 2
WO B AR A —JTF 1Y Hash 128, Sig /R4 24 8
1B, Ver R UFERAE. T H Az B AR XX 6 Fpiz &
FEMS LT ] 20, ], R TGt 5 4h , ok g )
H AT EE R A LA A

%1 7% PKTRSE,y, 5 PKTRSE, R b8

YIS RIRFH e I 1i) I 55 2% w55
PKTRSE o, BP +5 Exp,, +2 Exp, +2Mip 3BP +5 Exp,, + Mip 2 Exp,, +Mip BP + Exp,,
PKTRSE ¢y, TExp,, +3 Expy 2BP +7 Exp,, Exp.,, BP

R2 EHMEXARVELER
VES e ik el fi SO
TR-PRE!'? 5 Exp.. +5 Expg + Sig SBP +2 Exp,, +3 Expy + Ver 11 35
PKTRSE,; CCA BP +4 Exp,, + Expy +2Mtp + Sig 3BP +3 Exp,, + Mip + Ver 7 35
PKTRSE , CCA 6Fxp,. +2 Exp,, + Sig 2BP +4 Exp,, + Ver 8 T

454y Chalkias 25" 25 WK I 4 R4 (1418 5 FERT
& 1 7] A, /5 % PKTRSE,,, % # W & & T
PKTRSE,,,. /7% 2 A %1: (1) PKTRSE,,, CCA 5 TR-
PRE 7 %1 36 3 I A0 A JE AT 45 AR 57085 (2)
PKTRSE,y, CCA J5 S0 i 2 A0 A% 10 A /)N
J4.2 )7 % PKTRSE,, 8% %R H 55.

6 ZHiRKAREKIE

g2 P 2 03 A7 o) 0, A SR HE — Ao
{14 2 PKTRSE ,,——Xf £ PKTRSE. PKTRSE,,, f5i #
o, R IEFRE N AR Kk R B RS AS, — Bk
W S ARG FR A R o DG B R] 1 85 SC (HORN e 2%, L
B RTHE AE 0 AR A %5 1] ] 33K, 183045 i PKTRSE,
T3 SR R 22 A i R R 8 b e G #R i T

q-DBDHI [FJ (P A 2e 07 58, i # i 2 e, Jn
H HTEE S 00 3 45 R 7 S 24t IND-sID-T-
CPAL Buli p922 VEIE . RCR A R W, IR J7 51
AT R #RSC B T AE A A R S L
BRTE K s FIAH G T 5840 BE , PKTRSE,,,, B AT B @ 20, A
FEZAL PRI T G R 2 EE T AU T 4R B R
IR TRI (937 5, o2 i B3 BRI A 55, L 7 = 2 g
T 5. R AR, FATTRE (8 A i 4 4
A DR i) L
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